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Role of IA in Fraud Risk Management

Four key questions:

1) To what extent is internal audit involved in the fraud risk management
process and how does internal audit involvement impact the perceived
effectiveness of the fraud risk management process

2) Where does responsibility for strategic fraud risk management lie within the
organization and who is responsible operationally for prevention, detection
and investigation of fraud?

3) What are the challenges and barriers to internal audit’s involvement in fraud
risk management?

4) What are the recent investment trends in fraud risk management?
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MW - I am not sure how many of you have read our survey report which we produced at the beginning of 2020. If you have not had a chance to read it – you can download the full report at the Institute of Internal Audit’s website or from the Kroll website.

The report essentially focused on four key themes 

The first was – how does internal audit involvement in fraud risk management impact the effectiveness of the fraud risk management programme in an organization.

The second theme was – where does responsibility lie for fraud risk management – is it internal audit’s job or is responsibility split between internal audit and other functions?

Given that in many cases internal the respondents did not have a significant involvement in fraud risk management, the survey also considered the challenges and barriers to this involvement. 

Finally – the survey asked respondents to consider the trends in investment in fraud risk management and how this impacts internal audit. 



What is Kroll’s experience?

Impact of internal audit engagement on fraud risk management

« Deeper engagement of internal audit teams leads to a stronger fraud risk
management program

« More effective fraud risk management processes exist in organizations where
internal audit is part of strategic management

« Internal audit teams who take the lead on enterprise-wide fraud risk assessments
rate their organizations fraud risk management programs as good or better
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MW - So to address the first theme – there was a strong belief amongst the internal auditors surveyed that when internal audit was more strategically involved in fraud risk management, the risk management program was more effective. Lower involvement of internal audit resulted in poorer fraud risk management programs. 

In terms of who took the lead in fraud risk management – the survey had mixed responses – but with many internal auditors saying that they had a leadership role in fraud risk management. 



What is Kroll’s experience?

What were the challenges and barriers to internal audit involvement in
fraud risk?

« Common barriers include:
o Inadequate resources

o Lack of mandate
o Potential conflict of interest

o Lack of adequate skills to undertake such work
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MW - In terms of barriers to internal audit being more involved – the majority (80%) felt that there were barriers to internal audit being more involved. 

Perhaps the most interesting discussion point with regard to the challenges is the lack of mandate / conflict of interest barrier. This highlights that across different organisations –  internal audit has a differing mandate – and there are challenges to taking more of a leadership role in fraud risk management due to perceived loss of independence in providing assurance in controls. The roles of internal audit need to be balanced to maintain this independence while also acting as a trusted business partner to senior management. This applies not only in fraud risk management but in other areas of strategic risk management also. 




The Corporate Governance environment in

APAC

Corporate governance standards are still evolving

» Lack of segregation of duties, absence of code of conduct, limited whistle
blowing mechanism, and weak internal audit functions in many
companies

» Close nexus between politicians, bureaucracy and business

= Several cases of investors facing ‘bad faith’ practices from local partners,
subsidiaries and competitors

Local accounting and auditing practices have not fully matured
= OQver-reliance on management representations

= Auditing tools are not customized to the local operating environment
(e.g., family-owned businesses, SOESs)

= ERP systems are often ineffective in driving transparency

Poor regulatory oversight

= Regulatory systems are complex and ever-changing (tax, environmental,
competition laws)

= The local judicial systems are often complex, which makes it difficult for
companies to enforce agreements and punish non-compliance

= Cannot rely on courts or arbitration to resolve disputes in a timely
manner

The result:

1. Lack of good quality
information on
business practices

2. Key accounting and
performance related
data can be
manipulated relatively
easily

3.Exposure to
reputation-related and
regulatory risks
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PAM - So as Matt mentioned earlier, the survey was based on data collected at the end of 2019. As we all know – the World has undergone a seismic shift since then.  Considering the factors that allow fraud to occur – being opportunity, rationalization and pressure / incentive–  you could say that there has been something of a perfect storm in the likelihood of fraud occurring – increased opportunity through changing working practices and rapidly adjusting control frameworks, increased rationalization due to a deterioration of loyalty and sense of belonging as well as perhaps more limited reward in the pandemic – and increased pressure due to a challenging financial environment and increased pressure on personal finances. 

So we would very much like to hear some of your experiences about the changing fraud landscape and how you have responded to this.



Covid-19 has created additional stress

Severe Impact on Economic

Growth in 2020/21 which is Q Corporates and Financial Institutions
continuing in 2022/2023 Exposed to Risks Due to COVID-19
« World economy expected to contract by 5% «  Willful delay and defaults with respect to
(IMF, April 2020) payment of debt
« Contractual breaches - commercial and
* Asian economies expected to witness 20 year employee contracts
lows

» Use of force majeure risk clause in contracts

* Recovery in 2021 was strong but mainly due to
a weak base; 2022 witnessing new supply

chain challenges and slowdown continues in « Third party frauds and employee frauds
2023

* Frauds by companies in financial reporting

» Cyber frauds
* There is permanent loss in GDP
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PAM - So as Matt mentioned earlier, the survey was based on data collected at the end of 2019. As we all know – the World has undergone a seismic shift since then.  Considering the factors that allow fraud to occur – being opportunity, rationalization and pressure / incentive–  you could say that there has been something of a perfect storm in the likelihood of fraud occurring – increased opportunity through changing working practices and rapidly adjusting control frameworks, increased rationalization due to a deterioration of loyalty and sense of belonging as well as perhaps more limited reward in the pandemic – and increased pressure due to a challenging financial environment and increased pressure on personal finances. 

So we would very much like to hear some of your experiences about the changing fraud landscape and how you have responded to this.



This has impacted the fraud landscape

« Uptick in cyber attacks / social engineering

« Exploitation of particular social vulnerabilities — fear factor

 New opportunities for internal fraud from changing working practices

« Disconnect and weakening of core controls

« Lack of visibility over supply chains - increased third party risk
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MW  - So there were a number of key themes which emerged from the discussions in the focus groups.

In considering the fraud landscape – we need to consider the difference between internal threats and external threats.

From an external threat perspective – the most prevalent theme which emerged from the focus groups was a significant uptick in cyber attacks – not only through the breach of logical controls through hacking – but also through more and more advanced techniques of social engineering.   Today every person involved in an organization, as an employee, supplier or other participant represents a target for social engineers to infiltrate, extract information and exploit this information for personal gain. From a technology perspective – businesses have had to keep up with more sophisticated and more aggressive cyber attacks. With remote working came enhanced risk of penetration of technological systems and exploitation of logical loopholes. 

From an internal fraud perspective – participants highlighted that changing working practices exposed them to additional risks – some themes which emerged included misrepresentation of working hours without good visibility over staff members of consultants and impacts on culture, which some cited as key to fraud prevention.

Not only with remote working – but considering resource management – many participants highlighted a dilution or weaknening of internal control frameworks – due to layoffs, furlough, lack of consistency in the team. 
Finally – a key theme which was highlighted by many participants was the challenge relating to visibility on supply chain to ensure the quality and consistency of supply. This was particularly prevalent in certain key industries such as medical devices / supplies – when profiteering and an evolving market meant there was less visibility over third parties. 
- Some participants – fraud risk not necessarily created by the pandemic – but the opportunity to exploit had increased due to a change of focus of management / being forced to consider things from a different angle.



How are companies responding to the

changing risk landscape?

« Tightening of key controls

« Increased cybersecurity focus

« Innovative ways to “connect” with all layers of the business

« Reconsideration of training methods and needs

« Enhanced focus on data

« Pandemic in many ways a catalyst for existing trends
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PAM - So how did organisations respond to the changes in the fraud risk landscape?

The most commonly cited example of how participants responded to the changing risk landscape was through an implementation of a more robust control framework tailored to specific increased areas of risk – for example introducing additional segregation of duties / sign off on certain higher risk transactions, or to deal with damaged segregation of duties through staff shortages / illness / furlough. 

In response to the significant increase in cyber risk, many participants highlighted an increased investment in cyber security. For many this had been in the longer term plan but was brought forward in response to the pandemic. This was not only from a technical perspective, but also from an education and awareness perspective in terms of putting up some barriers to social engineering. 

For some – the pandemic represented an opportunity – to reassess the “business as usual” operations and ordinary business cycle. One example cited by participants was the reconsideration of training to make it much more targeted and focussed – based on responding to data gathered throughout the organisation and in response to specific increased fraud risk. 
This data theme also applied more broadly to the effective prevention and detection of fraud. The pandemic prompted many organisations to reconsider their data landscape – what data points they had and how these could be triangulated and combined to highlight potential red flags. For example – gathering specific analytics over high volume, low-value inventory to identify patterns in behaviour which may have been indicative of a deeper problem. 




Food for thought....

« In your organization, how has internal audit responded to the changing fraud risk
landscape and the other challenges in the current fraud landscape?

Internal audit has taken a more strategic role in fraud risk management

Internal audit has taken on new more diverse roles

There has been a trend towards more “continuous assurance”

The role of internal audit has not really changed
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The impact we are hoping to see on

internal audit

» More strategic involvement in governance and fraud prevention structures

« Investment in data analytics

« Greater flexibility and strategic business partner approach

 Ongoing assurance

» Heightened skepticism

« Continued investment in fraud risk management and internal audit
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MW - The 2020 survey highlighted that when internal audit was more involved in fraud risk management, the overall fraud risk management process was more effective. It also noted that internal audit ha been more involved in the reactive side of fraud risk management, i.e. taking the lead in investigation / coordination of response when an issue had been identified.

Operationally – internal audit was faced with the same problems as many other business areas – how to maintain continuity of the internal audit programme – many had to find new creative ways to provide management with the assurance that they needed. There was also less rigidity and more flexibility over the particular focus areas of audit plans – driven by the changing business need. One participant referred to “building the plane as you fly” in terms of responding to the changing business need – with internal audit being brought in as a stopgap to manage changing business risks in procurement, HR and fraud risk management – as well as being asked to take more active role in cyber security. 
Overall there was a perception that the pandemic further contributed to the trend of internal audit taking more of a strategic role as a trusted business partner rather than a traditional “beancounter”. 
A frequent theme was that the pandemic and changing risk landscape has driven a long term positive impact on both fraud risk management and the value of internal audit as a strategic partner.  There has been more investment in fraud risk management and more consideration of specific skillsets such as data analytics / cyber / third party management. 


Lasting impact

Adaption to hybrid working — advantages and disadvantages

Use of technology in auditing and fraud risk management

Consideration of additional skillsets required — more diversity of skills

Data analysis at core of audit and fraud prevention
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Parting thought....

 How have the barriers to internal audit taking on a more “business partner”
strategic approach evolved in the last 2 years:

« The barriers remain the same as prior to the pandemic

« There is more flexibility in approach which has reduced the barriers

 The barriers have increased as a result of the pandemic and the changed ways
of working
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For more information, please contact:

Reshmi Khurana
Managing Director, Head of Southeast Asia

rkhurana@kroll.com

10 Collyer Quay, #05-04/05, Ocean Financial Centre, Singapore 049315
Mobile (Singapore): +65-9728-3320

Mobile (India): +91 77389-20234

About Kroll

Kroll is the world’s premier provider of services and digital products related to governance, risk and transparency. We work with clients across diverse sectors in the areas of valuation, expert services, investigations,
cyber security, corporate finance, restructuring, legal and business solutions, data analytics and regulatory compliance. Our firm has nearly 5,000 professionals in 30 countries and territories around the world. For
more information, visit www.kroll.com.

M&A advisory, capital raising and secondary market advisory services in the United States are provided by Duff & Phelps Securities, LLC. Member FINRA/SIPC. Pagemill Partners is a Division of Duff & Phelps
Securities, LLC. M&A advisory, capital raising and secondary market advisory services in the United Kingdom are provided by Duff & Phelps Securities Ltd. (DPSL), which is authorized and regulated by the Financial
Conduct Authority. Valuation Advisory Services in India are provided by Duff & Phelps India Private Limited under a category 1 merchant banker license issued by the Securities and Exchange Board of India.

© 2021 Duff & Phelps, LLC. All rights reserved. Kroll is a trade name for Duff & Phelps, LLC and its affiliates.
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