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Why Digital Transformation

Innovation

* Emerging Technology
+ Collaboration

Customer Influence
» Customer Behavior

Competition

*FOMO ©
« Efficiency

External Constraints

* COVID, Economic Downturn
* Resilience




The 5 Essential Components of a Digital Transformation

Mapping the journey to becoming a data-centric organization.
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https://hbr.org/2021/11/the-essential-components-of-digital-transformation 3



Digital Attack Surface

Cyber Assets

Compromised Credentials
Weak Credentials

Ransomware

Phishing/Social Engineering
Software Vulnerabilities  Complex Processes, Systems and Infrastructure

Distributed Denial-of-Service e Collaborations
Miscanfigunasion * Third party services, supply chain

Attack Vectors



The 5 Essential Components of a Digital Transformation

Mapping the journey to becoming a data-centric organization.

DIGITI/ZC\TION ANAjY\TICS OPER/A[IONS
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PROCESS, NEW WAYS OF
VMBS IUELEY YA PEOPLE, CULTURE DOING THINGS
PAM, MFA, SOAR, XDR,, ... Security Analytics Use Case, PlayBook CISOaaS, DPOaaS
1. People 2. Data 3. Insights 4. Action 5. Results
Consumers, __s  Digitalrecords _s  Meaningful __s Changes s Quantifying
employees, of 1and interpretations in behaviors, the ROI,
clients evaluated of 2 decisions, and impact, and
results of b strategy based utility of 4
CISO, DPO/PPDP, EDR, WAF, IPS, ... UEBA, CTI, ... on 3
Red/Blue Team Metrics, Compliance, Maturity
Security Architect, ... /t )
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DOES MORE
CYBER SPENDING

MEAN MORE
CYBER
SECURITY?

https://thehackernews.com/2023/02/cybersecurity-budgets-are-going-up-so.html



Technology & Telecommunications » IT Services

IT spending as share of company revenue in 2022, by industry

*
Software 18%

a

Tech Hosting/ Cloud
o

Financial services
<

Retail & eCommerce
11

Transportation & logistics
()

Healthcare

Consumer products

Industrial products

0% 2.5% 5% 7.5% 10% 12.5% 15% 17.5% 20%
Share of revenue

© Statista 2023 &

© Additional Information Show source @

https://www.statista.com/statistics/1105798/it-spending-share-revenue-by-industry/



Security Budgeting as a Percent of the IT Budget Splits into 3 Tiers
The company’s annual security budget as a percent of the IT budget

Tech 13.3%
Healthcare 13.3%
Business services 13.2%
Qverall average 9.9%
Consumer goods and services 9.7%
9.6%
9.6%

Government
Financial services
Utilities
Transportation 6.6%
Manufacturing 6.1%
Retail 6.0%
Education 5.9%

1 T Ll 1 1

0% 2% 4% 6% 8% 10% 12% 14%
Security budget as percentage of IT budget (%)




Factors Determining Security Spending

pestpracices | <
Complance/rgultions or mandates Y <o
Evolving risks posed by changing workforce or business _ 41%
dynamics (e.g., hybrid/remote workforce) ¢
Addressing risks that result from digital transformation (move _ 389%
to the cloud, etc.) o
Responding to a security incident that happened in your _ 359,
organization (e.g. a breach) 0
Responding to a security incident that happened in another _ 259,
organization (news-cycle driven) 0
Mandates from the Board of Directors _ 22%

Responding to a security incident that happened in a business _ 20%
(]

partner organization
Partner mandates | 19%

Q: Which of the following factors help determine the priority of your security spending?

®IDG | 2

Source: IDG Security Priorities Study, 2021 I IDG COMMUNICATIONS, INC. 28

https://www.csoonline.com/article/571779/cybersecurity-spending-

trends-for-2022-investing-in-the-future.html



https://www.iansresearch.com/resources/all-
blogs/post/security-blog/2022/11/01/2022-
security-budget-benchmark-report-preview

" Budget increase % '

Macro-economic  Industry disruption, Company Incident / breach Annual budget
changes e.g. highly publicized  repositioning, at the company review
breaches e.g. M&A

Key events triggered outsized budget increases, in particular security breaches
affecting the company and strategic changes.

Source: 2022 Security Budget Benchmark Report
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Perkuat Keamanan Digital, BSI
Gandakan Capex IT Jadi Rp580 M

Jakarta, CNBC Indonesia - PT Bank Syariah Indonesia Tbk (BRIS)
mengalokasikan belanja modal (capital expenditure/capex) tahun 2023 dua
kali lebih besar dibandingkan tahun lalu, yaitu sebesar Rp 580 miliar.

Hal itu dilakukan usai BSI mengalami gangguan layanan dan isu kebocoran
data yang terjadi beberapa waktu lalu.

https://www.cnbcindonesia.com/market/20230523065444-17-
439619/perkuat-keamanan-digital-bsi-gandakan-capex-it-jadi-rp580-m
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"AUTOMATION APPLIED TO #ee= -
ANEFFEHENTF OPERATION WILL MAGNIFY

A VULNERABLE THE ek |e“ |
‘ . VULNERABILITY

- BILL GATES-
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1T TNSNGIHE $TROMGES NORSLHE

SPECIESSRGA NBWRVIMES, NOR THE

MOST INTELLIGENT |

"HAT SURVIVES. IT

1S THENGNGRN

AT IS THE

MOST ADAPTABLE TO CHANGE."
- CHARLES DARWIN (1809-1882) -
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