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Why Digital Transformation

Innovation
• Emerging Technology
• Collaboration

Customer Influence
• Customer Behavior

Competition
• FOMO J
• Efficiency

External Constraints
• COVID, Economic Downturn
• Resilience
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3https://hbr.org/2021/11/the-essential-components-of-digital-transformation



Digital Attack Surface
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• Complex Processes, Systems and Infrastructure
• Collaborations
• Third party services, supply chain



5https://hbr.org/2021/11/the-essential-components-of-digital-transformation

PAM, MFA, SOAR, XDR,, ... Security Analytics

CISO, DPO/PPDP,
Red/Blue Team

Security Architect, ...

EDR, WAF, IPS, ... UEBA, CTI, ...

and their Security Implications

Use Case, PlayBook

Metrics, Compliance, Maturity

CISOaaS, DPOaaS
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https://thehackernews.com/2023/02/cybersecurity-budgets-are-going-up-so.html



7https://www.statista.com/statistics/1105798/it-spending-share-revenue-by-industry/
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https://www.csoonline.com/article/571779/cybersecurity-spending-
trends-for-2022-investing-in-the-future.html



https://www.iansresearch.com/resources/all-
blogs/post/security-blog/2022/11/01/2022-
security-budget-benchmark-report-preview
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https://www.cnbcindonesia.com/market/20230523065444-17-
439619/perkuat-keamanan-digital-bsi-gandakan-capex-it-jadi-rp580-m



13

A VULNERABLE
VULNERABILITY
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