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Preface

“Memperkuat Tata Kelola di Era Digital melalui Sinergi, Etika, dan Budaya Integritas”

Perkembangan digital transformation menuntut organisasi untuk beradaptasi secara cepat dan inovatif, sekaligus
memastikan bahwa pemanfaatan teknologi dilakukan secara bertanggung jawab, transparan, dan akuntabel.

Pemanfaatan big data, artificial intelligence, digital platforms, dan process automation memberikan peluang strategis bagi
organisasi, namun juga menghadirkan risiko baru, seperti perlindungan data pribadi, algorithmic bias, transparansi
pengambilan keputusan otomatis, serta potensi penyalahgunaan teknologi.

Dalam konteks tersebut, penguatan ethical governance dan budaya integritas menjadi semakin penting. Tata kelola tidak
hanya berorientasi pada kepatuhan terhadap regulasi, tetapi juga pada upaya menjaga kepercayaan stakeholders melalui
pengambilan keputusan yang adil, transparan, dan selaras dengan nilai organisasi.

Melalui sesi ini, pembahasan akan difokuskan pada:
e Perubahan lanskap risiko dan ekspektasi tata kelola di era digital.
e Peran Three Lines Model dalam memperkuat sinergi governance, risk management, compliance, dan internal audit.
e Strategi penguatan ethical governance dan budaya integritas secara berkelanjutan.
e Penguatan kepercayaan stakeholders melalui tata kelola yang adaptif dan bertanggung jawab.

Deni Hendra Permana

Senior Vice President

Group Head Internal Audit 4 - IT Audit
Bank Mandiri
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O1. Digital Transformation and the Emerging Risk Landscape

“Digital transformation mengubah cara organisasi beroperasi, mengambil
keputusan, dan melayani stakeholders melalui berbagai teknologi”

i mandiri

The Rising Adoption of Artificial Intelligence (Al)

Use of Al by respondents’ organizations, % of respondents Al agent use that has reached the scaling phase,' by industry and business function, % of respondents

Organizations that use Al in at least 1 business function' Phase of Al use among organizations

using Al in 2025
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Artificial Intelligence (Al)

Enables intelligent automation,
personalization, prediction,
decision-making, and generative Al

Mobile Technology

Enables app-based services and
mobile experiences

Automation / RPA

Automates, repetitive, rule-based
tasks

Cloud Computing
Scalable, flexible cost-efficient IT

Internet of Things (loT)

Connects devices and generates
real-time data

Blockchain

Provides secure,
transaction records

transparent

Use of gen Al
33

i K %
ed across organization
000000
Scaling: Growing the
deployment/adoption of Knowledge ° ° e
Al across organization management
Marketing . o e °
Piloting: Implementing and sales
Al for a first use case in :
: Service
the business operations ° ° e (2] °
Product and/
or service ° ° (3] ° (2] °

development

g Experimenting: Any use

; Software
or early testing of Al aiigineariin ° o ° L] 0 °
Risk, legal, o e
and compliance °

coporte e @ @ @
“Organisasi semakin mengadopsi Al di berbagai business function, Humn O 0
dengan tingkat penggunaan tertinggi pada industri teknologi, media, —
telekomunikasi, dan kesehatan.” management

Digitization
Turns paper-based information o
into digital data 6@ Y

Digital Ecosystem

Connects partners through APIs
and platforms

000000000
o
o
- 90 00000
e

0O o

Manufacturing [2] L]l
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Source: Digital Transformation Technologies (IBM, 2024) Source: The State of Al in 2025 (McKinsey, 2025)

Al as Key Transformation Driver
Figure 1.11
Al augments other frontier technologies Fraud & Financial Crime Detection

Fraud detection, AML monitoring, transaction
anomaly detection, and suspicious alerts

Credit & Risk Decisioning

Credit scoring, early warning systems,
portfolio monitoring, and risk analytics

Customer Experience
Al chatbots, virtual assistants, personalized
offers, and customer segmentation

“Artificial
Intelligence telah
menjadi bagian dari
kehidupan sehari-
hari dan berperan
sebagai general-
purpose technology
yang memperkuat pelate

dampak dari
berbagai teknologi
transformasi
digital.”

Al empowers loT devices to analyse data, make
decisions and take actions autonomously

Al combined with 5G enables intelligent
connectivity with higher speeds and lower latency

National Bank of [ taps I

I rolls out Gen Al-powered chathot to all Pross Reieose for Al fraud prevention

Al enhances data analysis and pattern recognition, ;
Y p g corporate clients I Partners with Emmmmto Enhance Credit Processing with

while big data supports model training
e abilities, provides clients including SMEs with Al
ew (e abilities, provides clients including SMEs with
nt” vic I

o FinAk News, Al-assisted
Al improves data analytics for detecting threats,
while blockchain augments security measures

Al supports design and stress testing for
3D printing, enhances robotics decision-making
and enables autonomous drone operation

Al advances green frontier technologies by
optimizing renewable energy management

Arecent internal benchmark reveals that three-quarters of banks are
EUCELVELA N CTdcredit scoring, early warnings, and pricing Gt
GenAl is now emerging as a reliable complement, streamlining the
loan process by making application interactions smarter and more
comprehensive.

I Eank develops Al agent that spots new
fraud and helps build defences

N |5 nches the first Al agent that assists customers in
purchasing products from its app

Al imgergt;:es tlne prec(i!sinn anddﬁpdelling of
nang noiogy and gene edrcin " . . . . . o o . . I
’ Bank dan insurance company paling banyak menggunakan Al untuk fraud detection, credit & risk decisioning, dan customer experience

Source: Technology and Innovation Report (UNCTAD, 2025) Source: Deloitte’'s 2025 EMEA Model Risk Management Survey
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https://www.dbs.com/newsroom/DBS_rolls_out_Gen_AI_powered_chatbot_to_all_corporate_clients
https://www.caixabank.com/en/headlines/news/caixabank-launches-the-first-ai-agent-that-assists-customers-in-purchasing-products-from-its-app
https://www.deloitte.com/us/en/services/consulting/articles/credit-risk-modeling-with-power-of-ai.html
https://www.danamon.co.id/en/news/2025/07/24/Danamon-Bermitra-dengan-6Estates-untuk-Tingkatkan-Pemrosesan-Kredit-dengan-AI
https://finainews.com/risk-security/national-bank-of-canada-taps-sardine-for-ai-fraud-prevention/
https://www.commbank.com.au/articles/newsroom/2026/04/ai-agent-spots-fraud-in-real-time.html
https://www.ibm.com/think/topics/digital-transformation
https://www.ibm.com/think/topics/digital-transformation
https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai
https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai
https://unctad.org/system/files/official-document/tir2025_en.pdf
https://unctad.org/system/files/official-document/tir2025_en.pdf
https://www.deloitte.com/dk/en/services/consulting/perspectives/ai-adoption-in-financial-institutions-balancing-growth-and-governance.html
https://www.deloitte.com/dk/en/services/consulting/perspectives/ai-adoption-in-financial-institutions-balancing-growth-and-governance.html
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Current Global Risk Landscape

Average of ' - Asia
| the regions | Pacific
Cybersecurity [ ]
Digital disruption (including Al)
Business resilience
Human capital

Regulatory change
Geopolitical/macroeconomic uncertainty
Financial/liquidity

Market changes/competition
Governance/corporate reporting
Organizational culture

Supply chain (including third parties)
Fraud

Communications/reputation
Climate change/environment
Health/safety

Mergers/acquisitions

Risiko terkait teknologi telah menjadi perhatian utama secara global, dengan cybersecurity
menempati peringkat risiko tertinggi di berbagai wilayah sebesar 73%. Digital disruption,
termasuk Al, berada di peringkat kedua sebesar 48%.
Source: 2026 Global Summary Risk in Focus Report (ThellA, 2026)

Short term (2 years) Long term (10 years)

Geoeconomic confrontation Extreme weather events
Misinfermation and disinformation

Societal polarization

Extreme weather events

N —

P

] M
7. Ineguality

-——

10. Pollution

“Dalam outlook dua tahun ke depan, misinformation and disinformation serta cyber insecurity
masuk dalam jajaran risiko global utama. Dalam jangka panjang, adverse outcomes of Al
technology menunjukkan peningkatan paling tajam, naik dari peringkat #30 menjadi #5.”

Source: WEF Global Risks Perception Survey 2025 - 2026 (WEF, 2025)

01. Misinformation and Disinformation

Pharmaceutical giant i apologises after
fake Twitter account says insulin is free as Elon Musk
rolls back verification

By Brianna Morris

"Deepfake” Sri Mulyani, Suara
Menkeu Dipalsukan AI Sebut "Guru
Beban Negara”

Oleh Fi Wijaya

Contoh: deepfake videos, fake executive instructions, synthetic
media, fake news, and coordinated narrative attacks.

“Misinformation and disinformation dapat merusak

kepercayaan, memengaruhi pengambilan keputusan,
serta memicu krisis reputasi maupun operasional.”

TECHNOLOGY

mandiri
00

02. Cyber Insecurity

<I ANTARA
Bank s ungkap hadapi 1 juta
serangan siber per hari

Teknologi > Teknologi Informasi

Ransomware Lockbit 3.0 Klaim Lumpuhkan Il dan Curi
Data Pengguna

CNN Indonesia

Contoh: phishing, ransomware, account takeover, cloud/API
breach, and third-party compromise.

“Ketergantungan yang semakin besar pada teknologi digital
meningkatkan eksposur terhadap cyberattack, data breach,
ransomware, dan service disruption.”

274 Ribu Kasus, Rp6 Triliun Kerugian: Deepfake

Tekan Industri Keuangan RI

Oleh M. Ubaidillah

detikKalimantan > Hukum Dan Kiminal

Satgas PPKPT Sebut Ada 9 Korban Kasus
Deepfake Mahasiswa

Dty Ade CP - detikkalimant

Contoh : algorithmic bias, hallucination, deepfake fraud, data
leakage, model drift, and wrong automated decisions.

“Risiko muncul ketika Al bersifat bias, tidak transparan, atau
digunakan tanpa human oversight yang memadai.”
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https://www.antaranews.com/berita/4345391/bank-mandiri-ungkap-hadapi-1-juta-serangan-siber-per-hari
https://www.cnnindonesia.com/teknologi/20230513093401-185-949046/ransomware-lockbit-30-klaim-lumpuhkan-bsi-dan-curi-data-pengguna
https://reports.weforum.org/docs/WEF_Global_Risks_Report_2026.pdf
https://reports.weforum.org/docs/WEF_Global_Risks_Report_2026.pdf
https://www.theiia.org/globalassets/site/foundation/latest-research-and-products/risk-in-focus/2026/2026-global-report-en-riskinfocus.pdf
https://www.theiia.org/globalassets/site/foundation/latest-research-and-products/risk-in-focus/2026/2026-global-report-en-riskinfocus.pdf
https://www.abc.net.au/news/2022-11-12/eli-lilly-twitter-insulin-prices-apology/101646772
https://www.kompas.id/artikel/deepfake-sri-mulyani-suara-menkeu-dipalsukan-ai-sebut-guru-beban-negara
https://swa.co.id/read/472015/274-ribu-kasus-rp6-triliun-kerugian-deepfake-tekan-industri-keuangan-ri
https://www.detik.com/kalimantan/hukum-dan-kriminal/d-8494022/satgas-ppkpt-sebut-ada-9-korban-kasus-deepfake-mahasiswa-untan
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02. Ethical Governance as the Foundation of Digital Trust

From Digital Innovation to Digital Trust

Kesiapan Adopsi Artificial Intelligence di Indonesia Kebijakan Tata Kelola Artificial Intelligence di Indonesia
Figure 5. Al Maturity Matrie Strategi Nasional SE Menkominfo tentang _
: v A conend Kecerdasan Artifisial Indonesia Etika Kecerdasan Artifisial Panduan Kode Etik Al dan
Indonesia dikategorikan Kecerdasan Artifisial harus memenuhi nilai-nilai: Terpercaya di Industri Fintech

Al practicioners
B

sebagai Rising Contenders Fﬁku;eﬁgi?;fﬁasi N @ @ @ ® Prinsip Dasar Pedoman Perilaku Al:
yaitu negara-negara dengan manusia, a n’ﬂ@ (4 1.Berasaskan Pancasila
eksposur Al yang masih 2. Bernafaskan nilai-nilai pancasila Inklusivitas Kemanusiaan Keamanan Transparansi Aksesibilitas 2.Bermanfaat
rendah tetapi memiliki 3. Andal, aman dan terbuka, dapat 3.Wajar dan Akuntabel

. S &
komitmen untuk dipertaneeungiawabkan (. 3 @@O@ 4.Transparan dan Dapat
meningkatkan adopsi Al P £8tng] .,.[:é] KNS Dijelaskan

4. Sinergitas antara pemangku kepentingan

EXPOSURE

: e s e Kredibilitas &  Pelindungan Pembangunan Kekayaan 5.Ketangguhan dan Keamanan
§ 5. Penerapan asas-asas UU No. 11 Tahun 2019 Akuntabilitas  Data Pribadi ~ &Lingkungan Intelektual 58
Source: BCG Center for Public Economics (BCG, 2024) Berkelanjutan Source: OJK, 2023

Al Ethical Governance Principles

L . L . European Commission’s Ethics Guidelines for Trustworthy Al
OJK Basic Principles of Responsible and Trustworthy Artificial Intelligence

4 Principles of Foundation of Trustworthy Al

Prinsip 1. Reliability Prinsip 1. Respect for Human Autonomy

e Reliability Al harus menjaga kendali manusia atas keputusan, tidak —
e Explainability memanipulasi, dan memberdayakan kemampuan kognitif St iz
e Security & Resilience manusia.
. Lo
< Prinsip 2. Prevention of Harm L
Prinsip 2. Accountability ‘% Al harus mencegah dampak buruk, melindungi martabat
e Accountability % dan keselamatan manusia, serta aman dari penyalahgunaan. S Wmﬂ
: E;atgssz\r/:zcy g Prinsip 3. Keadilan (Fairness) %}mﬂmmm
y Al harus digunakan secara adil, bebas bias diskriminatif, dan
‘gf tidak merugikan individu. _
& Assessment of Trustworthy Al ustworthy Al As List |
Prinsip 3. Human Oversight & Prinsip 4. Explicability N i i
e Human Oversight Al harus transparan, dapat dijelaskan, L
e Inclusivity dipertanggungjawabkan, dan dapat diaudit sesuai Source:
e Ethics & Fairness dampaknya.

Source: Prinsip Nilai Kecerdasan Artifisial (OJK, 2025) Framework for Trustworth Al (European Commission, 2019)
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https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai
https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai
https://reports.weforum.org/docs/WEF_Global_Risks_Report_2026.pdf
https://reports.weforum.org/docs/WEF_Global_Risks_Report_2026.pdf
https://ojk.go.id/id/berita-dan-kegiatan/publikasi/Documents/Pages/Panduan-Kode-Etik-Kecerdasan-Buatan-AI-yang-Bertanggung-Jawab-dan-Terpercaya-di-Industri-Teknologi-Finansial/OJK_Panduan%20Kode%20Etik%20Kecerdasan%20Buatan%20AI%20Yang%20Bertanggungjawab%20dan%20Terpercaya%20di%20Industri%20Teknologi%20Finansial.pdf
https://ojk.go.id/id/berita-dan-kegiatan/publikasi/Documents/Pages/Panduan-Kode-Etik-Kecerdasan-Buatan-AI-yang-Bertanggung-Jawab-dan-Terpercaya-di-Industri-Teknologi-Finansial/OJK_Panduan%20Kode%20Etik%20Kecerdasan%20Buatan%20AI%20Yang%20Bertanggungjawab%20dan%20Terpercaya%20di%20Industri%20Teknologi%20Finansial.pdf
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03. Emerging Al Risk Cases: What Happens When Governance Fails

Al System for Oncology: Rekomendasi Terapi Kanker yang Dinilai “Unsafe and Incorrect”

Violated Al Principles

DIVE BRIEF

STAT: m—— cave ‘unsafe and
incorrect’ cancer treatment advice

Published July 26, 2018 Source: healthcaredive.com

e -ccommended "'unsafe and incorrect'
treatments for cancer patients, investigation reveals

Source: advisory.com

N S Upercomputer
recommended ‘unsafe and incorrect’
cancer treatments, internal documents

Show Source: statnews.com

RECONMEND

o E

2) Misleading
Recommendation
Dokumen internal
menunjukkan  Sistem Al
pernah memberikan
rekomendasi pengobatan
yang dinilai unsafe and

incorrect.

1) Al Clinicial Support

Sistem Al digunakan
untuk  membantu
dokter menentukan
rekomendasi terapi
kanker.

3) Risiko
Keselamatan Pasien
Sistem Al merekomendasikan
terapi untuk pasien kanker
paru dengan risiko
pendarahan  yang  dapat
memperburuk kondisi pasien.

Root Cause

Representasi data pasien belum
memadai

Rekomendasi dipengaruhi bias Va
sumber data

® o
NG Y
< ©

4) Governance
Dipertanyakan
Kasus ini  menyoroti
lemahnya validasi,
kualitas data training,
dan oversight terhadap Al

medis berisiko tinggi.

lidasi dan governance
belum matang

Safety & Non-
Maleficence

Sistem Al memberikan
rekomendasi terapi kanker
yang dinilai unsafe and
incorrect, termasuk
rekomendasi yang berpotensi

memperburuk kondisi pasien.

Reliability &

Validity

Model belum menunjukkan
performa yang andal dan
tervalidasi untuk digunakan
pada konteks medis berisiko
tinggi.

Data Quality &
Representativeness
Data dan skenario training

belum cukup
merepresentasikan

kompleksitas pasien
nyata.

Violated Al
Principles

©

g
[ Y

Accountability &
Human Oversight

Al digunakan seolah mampu
memberikan rekomendasi
klinis yang kuat sebelum
validasi dan pengawasan
manusia berjalan memadai.

Key Takeaways

Al di area high-risk wajib berbasis data yang valid dan representatif

Rekomendasi Al wajib dapat ditelusuri sesuai evidence dan guideline

Human oversight tetap menjadi kontrol utama dalam pengambilan keputusan

Direktorat Internal Audit © 2026 | PT Bank Mandiri (Persero) Tbk



https://www.healthcaredive.com/news/stat-ibms-watson-gave-unsafe-and-incorrect-cancer-treatment-advice/528666/
https://www.statnews.com/2018/07/25/ibm-watson-recommended-unsafe-incorrect-treatments/
https://www.advisory.com/daily-briefing/2018/07/27/ibm
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Deepfake Fraud: Video Conference Palsu yang Menyebabkan Kerugian US$25 jJuta

call with deepfake ‘chief financial officer’

Fom 4, 2o

oy veames cnen, () anssen Magrama

Source: cnn.com

Deepfake video call : Finance worker pays out $25

Violated Al Principles

Privacy & Data
Protection
Wajah, suara, dan identitas

Safety & Security

Kontrol keamanan
belum memadai untuk

million

Source: channelnewsasia.com

‘Thlshappens more frequently than
people realize’:mmmmchief on the lessons
learned from a $25m deepfake crime

1) Instruksi Palsu

Pegawai menerima
permintaan transaksi
rahasia yang seolah
berasal dari CFO.

Kontrol Approval
Transaksi Lemah

Source: weforum.org

2) Video Call Deepfake

Korban diyakinkan melalui
video conference dengan
CFO dan rekan kerja palsu
berbasis Al/deepfake.

3) Transfer Dana

Korban mentransfer dana
senilai HK$200  juta
(£Rp450 miliar) ke
beberapa rekening sesuai
instruksi palsu.

Root Cause

Trust Explotation
melalui Deepfake

4) Fraud Terdeteksi

Penipuan baru
terungkap setelah
dilakukan konfirmasi
langsung kepada
kantor pusat.

Rendahnya Al Fraud
Awareness

CFO serta pegawai lain
diduga disalahgunakan untuk
membuat konten deepfake

mencegah
penyalahgunaan Al
sehingga deepfake

tanpa persetujuan. dimanfaatkan sebagai

sarana fraud.

0"?

Violated Al

S)

Accountability &

Human Oversight
Tidak terdapat verifikasi
independen (human
verification) sebelum
transaksi bernilai besar
diproses.

Explicability

Y

Korban tidak memiliki
mekanisme untuk
memverifikasi apakah
peserta meeting
merupakan identitas asli
atau hasil manipulasi Al.

Key Takeaways

Critical transaction wajib melalui verifikasi independen

Tingkatkan awareness atas risiko Al

Terapkan multi-layer controls untuk transaksi berisiko tinggi.
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https://www.newswire.lk/2024/02/05/deepfake-video-call-finance-worker-pays-out-25-million/
https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk
https://www.weforum.org/stories/2025/02/deepfake-ai-cybercrime-arup/
https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk
https://www.weforum.org/stories/2025/02/deepfake-ai-cybercrime-arup/
https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk
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04. Reimagining the Third Line Model in Digital Era

Al Governance Through the Three Lines Model

GOVERNING BODY
Board & Senior Management

L ) ) . Key Responsibilities
Menetapkan arah strategis, tata kelola, dan risk appetite untuk , , ,
. . . e Set Al Strategy & Risk Appetite e Promote Responsible Al Culture
memastikan Al digunakan secara bertanggung jawab dan selaras dengan ) )
. o e Approve Al Governance Framework e Review Assurance & Escalation
tujuan organisasi. :
e Oversee Al Risk & Performance Reports

v v

MANAGEMENT INTERNAL AUDIT

H H ; . Fungsi Manajemen Risiko . . .
01. First Line Al Users & Business Management 02. Second Line dan Kepatuhan Independen 9 03. Third Line Internal Audit
Objectives @ Objectives @ Objectives @
Membangun, mengembangkan, dan mengoperasikan Al Memastikan Al dikembangkan dan digunakan secara Memberikan independent assurance atas efektivitas Al
untuk menciptakan nilai bisnis sekaligus memastikan risiko aman, etis, patuh, dan sesuai dengan kerangka tata Governance, manajemen risiko, dan pengendalian
Al dikelola secara aman, etis, dan sesuai dengan tujuan kelola organisasi, melalui melalui governance, oversight, internal sepanjang Al lifecycle.
organisasl. dan independent challenge terhadap First Line.
Key Responsibilities @ Key Responsibilities @ Key Responsibilities @
 Define Al Use Case & Business Objective e Establish Al Governance Framework * Evaluate Al Governance
e Manage Data Quality & Governance e Oversee Al Risk Management * Assess Risk Management & Internal Controls
e Develop & Test Al Model e Perform Independent Review & Challenge * Audit Al Lifecycle & Compliance
* Operate & Monitor Al Performance * Ensure Regulatory & Ethical Compliance * Assess Responsible Al Implementation
 Own Al Risk & Ensure Human Oversight * Monitor & Report Al Risk Exposure * Provide Independent Assurance & Recommendations

N NG J - J
. . . . L Source:

KEY: f Accountability, Reporting ‘ ‘ Delegation, Direction, ‘ 6 Alignment, Communication, e The lIA's Three Lines Model (IIA, 2024)

Resources, Oversight Coordination, Collaboration e The lIA's Artificial Intelligence Auditing Framework (l1A, 2024)
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04. Reimagining the Third Line Model in Digital Era

Key Steps to Implement Al Governance

Establish Al

Governance

7

e Pembentukan Al
Committee / Al Governance
Forum

e Penetapan policy, RACI,
risk appetite, dan approval
mechanism

Al Inventory &
Use Case Registration

~

e Pencatatan seluruh
penggunaan Al dalam Al
inventory

¢ |dentifikasi tujuan, owner,
data, model, vendor, dan
proses terdampak

Al Risk Assessment

e Penilaian konteks bisnis,

pengguna, manfaat, dan
potensi dampak Al

* Penentuan apakah use

case layak dilanjutkan,
dibatasi, atau ditolak

\

Al Validation &
Testing

Uji akurasi, bias,
explainability, keamanan,
reliabilitas, dan kualitas
data

Dokumentasi hasil testing
sebelum Al digunakan
secara operasional

04

s

( )

Penetapan human review,
escalation, override, dan
batasan penggunaan Al
Mitigasi risiko
berdasarkan tingkat
dampak dan prioritas
risiko

T
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Monitoring
Berkelanjutan

Pemantauan performa,
model drift, error,
insiden, feedback, dan
perubahan risiko
Review berkala
terhadap efektivitas
kontrol Al

06

S
mandiri

Continuous
Improvement

Update policy, control, model,
dan governance process
berdasarkan hasil monitoring
Perbaikan dilakukan
mengikuti perubahan
teknologi, data, proses bisnis,
dan regulasi

07
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04. Reimagining the Third Line Model in Digital Era

How Internal Audit Audits Al

iy
W

Al Auditing Frameworks

COBIT
| A ISACA' Framework' |

COBIT Framework

©
e '1 E}m What Guides an Al Audit?

US GAO Al Accountability Framework

lIA Al Auditing Framework

= 4
S ®) >

pdpc

| PROTECTION COMMISSIC |
““““““““ J

Singapore PDPC Model Al Governance Framework

)

L6 aauwicchaengs
=

©
Vel

SN a
Regulatory & Governance

Black Box Al Model Skills & Capability Gap

P O
mandiri

What Should Internal Audit Evaluate?

o

Al Auditing Universe
Pengembangan Al (Al Development)

6 _‘.’ Mengevaluasi proses identifikasi dan prioritisasi use case Al.
\ Contoh: model development, testing, validation, dan kesiapan model
sebelum maupun setelah deployment.

Tata Kelola Al (Al Governance)

Menilai struktur tata kelola Al di organisasi.

Contoh: kebijakan, peran dan tanggung jawab, mekanisme approval,
risk management, serta pengawasan terhadap vendor Al

Al Security & Privacy

Menilai pengelolaan data yang digunakan oleh Al.

Contoh: kualitas data, data lineage, akses data, keamanan informasi,
perlindungan data pribadi, dan kepatuhan terhadap regulasi

Al Operations

Mengevaluasi efektivitas operasional Al setelah implementasi.
Contoh: performance monitoring, model drift, incident management,
change management, dan proses retraining model.

Al Program & Maturity

Menilai tingkat kematangan program Al organisasi

Contoh: Strategi implementasi, integrasi dengan proses bisnis,
skalabilitas implementasi, dan optimalisasi Al.

oy

Source: Auditing Artificial Intelligence (KPMG, 2025)
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https://kpmg.com/kpmg-us/content/dam/kpmg/pdf/2025/auditing-artificial-intelligence.pdf
https://kpmg.com/kpmg-us/content/dam/kpmg/pdf/2025/auditing-artificial-intelligence.pdf
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04. Reimagining the Third Line Model in Digital Era

The Future of Bank Mandiri’s Al Audit

Rencana Jangka Panjang (RJP) 2026-2028 Al Impact On Audit Process

No Inisiatif
| People PP
] @ Al & Technology Capability "‘
== Peningkatan kompetensi auditor dalam pemanfaatan Al, data analytics, .
@ dan teknologi digital.
. B
s el

. Process B
. | Al-Driven Audit Process K_Q\

5 (@\ Continuous Auditing Integrasi Al dalam seluruh tahapan proses audit.
i
12

Predictive Analytics

Policy
Data Analytics Framework
Penyusunan kerangka tata kelola, standar, dan metodologi data analytics sebagai

. . . edoman implementasi audit berbasis data, termasuk Artificial Intelligence.
Al-Driven Audit Engine Roadmap P P i g

o Audit Intelligent Sampling Engine i

Q12025 - Q4 2026 @D{ System Q@
a Fraud Analysis Engine Al-Powered Audit System ‘ 'ﬁ' \

o 28 Pengembangan sistem audit berbasis Al yang mendukung otomatisasi
=) Q3 2026-Q4 2027 A=d aktivitas audit, continuous monitoring, dan insight delivery.

Enhance Audit Systems

o Risk and Control Analysis Engine [aor

=
Q3 2026 - Q4 2028 8=
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