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THE CYBER RISK LANDSCAPE HAS CHANGED

From Technology Risk to Enterprise and Strategic Risk

In a digital-first world, cyber risk affects every part of the enterprise, its ecosystem, and its ability to create and protect value.

CYBER RISK IS NOW AN ENTERPRISE RISK
CYBER RISK

| Financial Impact

Cloud Computing = \ = Revenue loss, fines, litigation,
| Greater adoption, more = Y ransom payments
f ” : AL PEOPLE -

misconfiguration risk > ‘
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Operational Disruption

Downtime, production halt,
supply chain interruption

b
i
-
(=
fou

Artificial Intelligence

New capabilities,
new vulnerabilities
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Regulatory & Legal Exposure
Non-compliance, investigation,
penalties
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Hyperconnectivity

(loT, APIs, Ecosystems)
Larger attack surface

and interdependencies

Reputation Damage
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§ REPUTATION

Loss of customer trust,
brand value erosion
(o) E] Remote & Hybrid Work
._ Expanded endpoints, (T 1] Strategic Cansequgnces
weaker perimeters '“‘ Delayed transformation,
loss of competitive advantage
ﬁ Digital Supply Chains
M & %hird P:Irties ‘.&% Societal & National Impact
[ !R Risk rmoves across — Critical infrastructure and
=0 IT RISK CYBER RISK ENTERPRISE RISK STRATEGIC RISK BOARD RISK

organizational boundaries public services disruption

REAL-WORLD INCIDENTS - REAL LESSONS

____ SOLARWINDS COLONIAL PIPELINE UBER .. MOVEit TRANSFER CHANGE HEALTHCARE CROWDSTRIKE OUTAGE
| 2020 2021 - Uber 22 MOVEIt 3023 (fb 2024 \ 2024
Supply chain compromise Ransomware disrupted Insider compromised Mass data theft through Ransomware caused Faulty update caused
| affected thousands fuel distribution across systems and data. third-party software nationwide healthcare CROWDSTRIKE  glpbal IT outage across
of organizations. the United States. vulnerability. payment disruption. multiple sectors.
Lesson: Strengthen third-party Lesson: Assess operational . Lesson: Improve identity Lesson: Monitor and test Lesson: Test incident response Lesson: Manage technology
risk management. . nasilfence and continuity. . and access governance. third-party security. and recovery capability. concentration and resilience.
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ﬂ WHY INTERNAL AUDITORS MUST CARE ABOUT CYBER RISKS

From Traditional Assurance to Cyber Resilience Assurance

@ Cyber risk is no longer an IT issue. It is a strategic, enterprise and board-level risk.
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THE THREE LINES MODEL FOR CYBERSECURITY

FIRST LINE THIRD LINE BOARD /
Management and Operations Internal Audit AUDIT COMMITTEE

WHY IT MATTERS

SECOND LINE

: . Strategic Impact
Risk & Compliance Functions

Cyber risk can affect strategy,
financial performance and
long-term value.
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Owns and manages
cyber risks

Key Responsibilities
+ Implement security controls
+ Protect information assets
+ Manage day-to-day risks
* Execute cyber policies
+ Respond to incidents

Oversees and guides
risk management

Key Responsibilities
+ Establish risk frameworks
» Define risk appetite
= Monitor compliance
+ Provide guidance & support
+ Consolidate risk information

Independently assures
risk management effectiveness

Key Responsibilities
+ Evaluate cyber governance
+ Assess risk management
= Test controls & processes
» Review resilience & response
+ Provide insights & advisory

A3

Provides oversight
and challenge

Key Responsibilities
+ Set tone from the top
+ Oversee cyber risk
= Approve risk appetite
* Monitor management
« Ensure accountability

Examples

Enterprise-Wide Impact

Cyber incidents can disrupt operations,
supply chains, customers, data,

and reputation.

Regulatory & Legal Exposure
Non-compliance can lead to fines,
litigation and loss of license

to operate.

Trust & Reputation
Stakeholders expect strong
cyber resilience and responsible

Examples
Internal Audit (CAEs,
Audit Teams)

Examples
Risk Management, Compliance,
Infermation Security, DPO

Examples
ClO, CISO, IT Operations,
Business Units

Board of Directors, risk governance.

Commissioners, Audit
Committee

_,;

REAL-WORLD EXAMPLES: LESSONS FOR INTERNAL AUDIT

Board Accountability |
Boards are increasingly held accountable |
for overseeing cyber risk and resilience.

WEY TAKEAWAY

EQU! FA) : Equifax Data Breach (2017) """’ Capital One Cloud Breach (2019) e SolarWinds Supply Chain Attack (2020) ] ]

- 147 million people affected. CapitalOne Over 100 million customer records solarwinds ™ | Compromised software update affected ?nternal Audit provides th:
. Root causes: unpatched vulnerability, exposed due to misconfigured thousands of organizations globally. mdePePdent aslsurar)ce that
i : ; ; cyber risks are identified,
. weak governance, inadequate oversight. cloud environment. s

a : : managed, and cyber resilience

— 0 { Lesson: Lesson: = Lesson: is continuously strengthened.
: Cilh;er failures DF:E.T start Digital transformation increases risk. Third Dart;_ftlanl;i supply chain risk Internal Audit is the
. with governance failures. . are now critical. 3
A g Governance must evolve. 1t Board's trusted advisor

L in a digital-first era.

References:

+ Institute of Internal Auditors (I1A). (2024). Global Internal Audit Standards. A } Tha Inétitite of
+ Institute of Internal Auditors (l1A). (2025). Cybersecurity Topical Requirement. ) |I A Internal Auditors

In the Governance 5.0 era, Internal Audit moves beyond compliance assurance

to provide assurance, insight, and foresight on cyber resilience.

+ NIST, (2024). Cybersecurity Framework 2.0.
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Cyber threats are more sophisticated,

REAL-WORLD CASE

TOP EMERGING CYBER RISKS FACING ORGANIZATIONS IN 2026

What Internal Auditors Need to Watch

re automated, more interconnected - and more impactful to the business.

CYBER RISK HEAT MAP 2026

EMERGING
CYBER RISK KEY DESCRIPTION

INTERNAL KEY AUDIT

EXAMPLE
RANSOMWARE- i i w inci l
Ransomware kits and affiliates Colonial Pipeline (2021) a Shutdown, revenue loss, Backups, incident VERY
AS-A-SERVICE make attacks easy, scalable ch Health (2024) e e, CRITICAL response, recovery HIGH
(Raas) and highly profitable. Alige: FemitcaTe G testing, resiliency
o Al-POWERED FRAUD ::“:::(l:i::;:z::: :::hing' Hong Kong Deepfake ] % Fraudulent payments, CRITICAL :F gc:,v arnar.\rc o e ‘
# 2 DEEPFAKES 2 ; o] Fraud (2024) £ axecutive impersonation ierkity vermication; O HIGH 0 o
automated social engineering. awareness E
i =
THIRD-PARTY & Attackers compromise vendors or SolarWinds (2020) Systemic compromise, Vendor risk management,
0 SUPPLY CHAIN software providers to reach many VE; supply chain disruption, CRITICAL due diligence, continuous
ATTACK organizations at once. MOVEit (2023) regulatory exposure monitoring MEDIUM
| |
Incorrect cloud settings, excessive Data breach, service Cloud governance,
CLOUD SECURITY privileges, and weak controls Capital One (2019) outage, compliance m access Gontrols;
MISCONFIGURATION . * @  and systers. it configuration review LOW MEDIUM HIGH VERY HIGH
: [ R LIKELIHOOD
CREDENTIAL THEFT | Stolen credentials and weak Uriiithorizad aceess, MFA, privileged access 5
& IAM FAILURE identity controls remain a leading Uber Breach (2022) data theft, fraud CRITICAL management, periodic LOW I mepioM W HicH [ VERY HIGH

BUSINESS EMAIL
COMPROMISE (BEC)

cause of breaches.

Attackers impersonate executives
or vendors to trick employees into
transferring funds.

Toyota Boshoku (2019)
(US$3ITM loss)

MNBEOVE O D D

Direct financial loss,
payment disruption,
reputational damage

access review

Payment controls,

segregation of duties,
out-of-band verification

WHY THESE RISKS MATTE THE BUSINESS

FINANCIAL IMPACT

class action lawsuits.

Exposure of personal or sensitive . Py Data governance, privacy

DATA PRIVACY i Fines, litigation, loss of ! ;

| ‘I:’ BREACHR A data leads to legal, regulatery and = Equifax (2017) P et by design, encryption, REPUTATION & TRUST IMPACT
customer trust consegquences. DLP controls

| OPERATIONAL Increased connectivity exposes Physical disruption, OT security, network Revenue loss, fraud, ransom payments,
o TECHNOLOGY (OT) industrial control systems and Oldsmar Water Facility (2021) safety impact, production m sagmentation, vulnerability legal costs, regulatory fines.
ATTACKS critical infrastructure. shutdown management ;
Malicious or negligent insiders can Data exfiltration, User activity monitoring, OPERATIONAL IMPACT
9 INSIDER THREAT misuse access to steal or damage Tesla Insider Incident (2018) fraud, intellectual least privilege, System downtime, production stoppage,
data and systems. property loss insider program supply chain disruption, service interruption.
S State-sponsored actors target NotP: 2017 Severe disruption, national Threat intelligence,
‘ o NATION-STATE critical sectors for espionage, U: ‘e ty:( k} security risk, leng-term resilience planning, “EGULAT?RY &‘ LEG‘_AL I_MPACT .
CYBER ATTACKS disruption or sabotage. raine Attacks strategic impact s esdinsas Non-compliance, investigations, sanctions,

INTERNAL AUDIT IMPERATIVE

Loss of customer trust, brand damage,
market value erosion.

SOURCES

KEY TAKEAWAY World Economic Forum - Global Risks Report 2025
ENISA - Threat Landscape 2025

Vierizon - Data Breach Investigations Report 2025
IBM - Cost of a Data Breach Report 5
CrowdStr Global Threat Report 5

NIST Cybers ity Framework 2.0 (2024)

+ Understand evolving threats and exposures
Cyber risks in 2026 are more automated, interconnected, and business-focused. » Assess governance, controls and resilience

« Provide insight, challenge and foresight

Internal Audit must evolve to provide assurance over cyber resilience,

governance and preparedness — not just IT controls. « Strengthen organization's ability to anticipate,
respond and recover CISA Cybersecurity Advisories




Al AND CYBERSECURITY: FRIEND AND FOE

Al: OUR POWERFUL ALLY IN CYBER DEFENSE

il
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THREAT DETECTION

Al detects anomalies and
threats faster than humans.

FRAUD DETECTION
Al identifies suspicious transactions
in real time.

SECURITY MONITORING

Al analyzes millions of events
and prioritizes real threats.

PREDICTIVE INTELLIGENCE
Al predicts emerging attack patterns
and enables proactive defense.

VULNERABILITY MANAGEMENT
Al finds and prioritizes vulnerabilities
more accurately.

AUTOMATION & RESPONSE
Al automates routine tasks and
accelerates incident response.

<<

NIST Al RISK MANAGEMENT FRAMEWORK (Al RMF 1.0)

=

GOVERN
Establish

accountability
and oversight.

v &

MAP MEASURE
Understand Al Assess, analyze
context, use cases and track Al
and risks. risks and
impacts.

.|I| L @"J‘

MANAGE

Respond to risks
and continuously

improve
controls.

Internal Audit provides independent assurance across all four functions.

Why Internal Auditors Must Understand Al Governance

Al: A FORCE MULTIPLIER FOR ATTACKERS

Example:
Al-generated phishing
email bypassing
traditional filters.

Al-POWERED PHISHING

Al creates highly personalized,
convincing phishing messages.

‘ a1 DEEPFAKE FRAUD Example:
: @ * Al generates fake voice, video Hong Kong Deepfake
gl Fraud (2024) -

and identities for impersonation.
urd USS$25 million lost,

AUTOMATED SOCIAL ENGINEERING Example:
“ .‘ Al scales social engineering Automated spear phishing
attacks to thousands instantly. campaigns.
Al-ASSISTED MALWARE il

Al helps attackers write code,
</ >‘ﬁ- find vulnerabilities and automate

attacks.

Al tools used to develop
malware and exploits.

PROMPT INJECTION ATTACKS
Attackers manipulate Al systems
to extract data or bypass controls.

Example:
Bypassing LLM restrictions
to access sensitive data.

C:;} DATA LEAKAGE VIA Al TOOLS Example:
-A' Sensitive data shared with public Samsung GenAl Data
-, Al tools may be exposed. Leakage (2023).

WHAT INTERNAL AUDITORS SHOULD FOCUS ON

'QIT Al Governance :‘E Al Risk Data Protection i’:sz Al Model
L Framework Management & Privacy Validation
@y Third-Party Al Ethics & B Regulatory ' Al Monitoring
&) Al Providers Fairness =@ Compliance & Incident
Response
O L = 0 H
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NEW Al RISKS FOR ORGANIZATIONS

MODEL RISK THIRD-PARTY Al RISK
Inaccurate or Dependence on external
hallucinated outputs. Al providers and models.

SHADOW Al RISK
Unauthorized use of
Al tools by employees.

DATA PRIVACY RISK
Exposure of sensitive
data in Al systems.

BIAS & ETHICAL RISK SECURITY RISK
Al may create biased or Al systems can be
discriminatory outcomes. hacked or manipulated.

EXPLAINABILITY RISK
Al decisions may be
difficult to explain.

REPUTATIONAL RISK
Unethical or poor Al
outcomes damage
trust.

REGULATORY RISK
Increasing Al regulations
and compliance
obligations.

OPERATIONAL RISK
Over-reliance on Al
may disrupt operations,

© 00006

Does the organization have an approved Al governance framework?
Has Al risk been incorporated into the enterprise risk management?
Are Al models independently validated before deployment?

Is sensitive data properly classified and protected in Al workflows?
Are Al decisions explainable and auditable?

Are third-party Al providers subject to due diligence and monitoring?
Is the use of Al tools by employees authorized and monitored?
Are there procedures to respond to Al-related incidents?

oooocaece [

=
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ROLES IN CYBER GOVERNANCE LESSONS FROM MAJOR CYBER INCIDENTS

CYBER GOVERNANCE:

WHAT SHOULD BOARDS AND AUDIT COMMITTEES OVERSEE?

Cybersecurity is a governance issue. Strong governance creates cyber resilience.

WHY BOARDS MUST CARE BOARD CYBER GOVERNANCE OVERSIGHT DASHBOARD NIST CYBERSECURITY FRAMEWORK 2.0

STRATEGY
Enables digital transformation
and competitive advantage

FINANCIAL IMPACT
Ransom, downtime, litigation,
fines, and shareholder value

OPERATIONS
Business interruption and
supply chain disruption

REPUTATION
Loss of customer trust and
brand damage

REGULATORY EXPECTATIONS
Increasing laws, standards, and
disclosure requirements

ENTERPRISE RESILIENCE
Ability to anticipate, withstand,
respond and recover

Governance Area Board Responsibility
Cyber Strategy Approve strategic direction
Risk Appetite Define acceptable

3 24 QP D e
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Risk Management

Governance
& Accountability

Cyber Resilience

Incident Response

Third-Party Rizsk

Al Governance

Compliance

Reporting & Metrics

Talent & Culture

Business Continuity

cyber risk level

Manitor significant
cyber risks

Establish accountability
and oversight

Oversee resilience

and preparedness
Meonitor crisis readiness
Oversee ecosystem
and vendor risk

Oversee Al-related risks
and opportunities

Ensure regulatory
compliance
Receive meaningful
cyber intelligence

Promote skills, culture
and awareness

Ensure recovery
capability

Key Board Questi

Is cybersecurity aligned with
business strategy?

How much cyber risk
can we tolerate?

What are our top

cyber risks?

‘Who owns cyber risk and
is accountable?

Can we continue operating
during a cyber crisis?

Are we prepared for
major cyber incidents?

Are vendors exposing us
to cyber threats?

Is Al governed
responsibly?

Are we meeting legal and
regulatory obligations?
Are we receiving reliable
and timely information?

Do we have the right
people and culture?

How quickly can we
recover critical operations?

Manag it Responsibility  Intermal Audit Assurance Role

Execute cyber strategy
Operate within approved
risk appetite

Identify, assess and
mitigate risks

Asszess governance
effectiveness.

Evaluate risk
governance

Review risk assessment
process

| . ] g
> >
Board Qversight

Sets Direction &
Risk Appetite

>

Management
Manages Risk &
Implements Controls

IDENTIFY -
Understand
assets, data,

and risks

Q,

Provides Independent

GOVERN

=

Resilient Organization
Creates Long-term
Value & Trust

@ >

Internal Audit

Assurance

= PROTECT
i i Implement
safeguards

and controls

Set Direction
Establish Oversight
Aceountability

Assign roles and Assess govarnance
ensure accountability structure
Bulld and test resilience Evaluate resilience RECOVER ~ .5
capabilities readiness

Restora
Maintain incident resp Test incid, P I ions and
capability readiness learn
Manage and monitor Review third-party
third parties controls

Implement Al risk
controls

Implement compliance
programs

Produce accurate
cyber reports

Build skills and
cyber awareness

Maintain BCP/DR plans
and test regularly

Incidant (Year) ‘What Happenad Governance Weakness Board Lesson
147M peaple affected Waeak aversight, Cybar risk must be
[ X ) . m EQUIFAX due to data breach patch management failures  visible 1o the Board
L YT /
Siardd ndé - Supply chain attack Inadequate third-party Ecosystem risk is
Board of Audit Management  CISO/ CIO Rigk Internal impacted thousands risk management board-level risk
Directors ~ Committee Management Audit
Colonial Ransomware causod fual  Security gaps and Oparational impact
Ripelina (2021) supply distupti resili ¥ can be severs
Owersight, Independent Ownership,  Cyber Defense, Riskldenfification,  Independent
irectio i il i .t
B nl,‘- Owrlsllghl g b :Iw 4 o mr‘rn:e & C H A N G E Ranzamware disrupted Incident response and Recevery capability is
Leadership Reporting Insight HEXLTHORE healthears services communication gaps eritical
Hong Kang $25M transferred after Waak identity verification Al introduces new
Doeplake Fraud (024)  deepfake video call and approval controls governance risks
L ) S pro 85 pro 0 provides dire 2 provide il ogethe e

Assess Al governance
framework

Validate compliance
effectiveness

Assess reporting
quality

Evaluate training and
culture effoctivenass

Test recovery plans
and effectiveness

Internal Audit Lesson

Review governance,
reparting and escalation

Assess vendor risk
management

Evnluate resclliance and
business continuity

Test incident response
and recovery

Assess Al governance
and controls

Risk Appetite

Identify
anomalies and
threats
*... RESPOND
Take action
on incidents

KEY QUESTIONS EVERY BOARD SHOULD ASK

* What are our most significant
cyber risks?

Which critical processes would be
most impacted?

Can we survive a prolonged
cyberattack?

‘What is our maximum probable
cyber loss?

Do we have adequate cyber
insurance?

Have we tested incident response
and recovery plans?

Are our vendors and partners
secure?

* How is Al risk being governed?

Do we receive meaningful
eyber metrics and reports?

* Do we have the right cyber
talent and culture?

Are we meeting regulatory
expectations?

How guickly can we restore
critical oparations?

INTERNAL AUDIT ASSURANCE FOCUS AREAS

& Governance ﬂ Risk Managemenit E Paolicies & E‘ Third-Party
m Structure Process g Standards é Risk
Incident Response Business g Al Governance Cloud Security
@B Readiness Continuity & Ethics Governance
Reporting & §  Security Awareness Regulatory Control
Metrics Al & culwre Compliance Effecti




CYBER AUDITING IN PRACTICE:
What Should Internal Auditors Audit?

From understanding risks to providing assurance that cyber governance, controls and resilience are effective.

1)
Audit Domain

Cyber Governance

Cyber Risk Management
Identity & Access Mgmt
Data Protection & Privacy
Cloud Security
Third-Party Risk Mgmt

Security Operations (SOC)

Incident Response

Business Continuity & DR

Al Governance

Operational Technology (OT)

RESOI

Cyber Awareness & Culture

a RISK TO AUDIT ENGAGEMENT MAPPING (Examples)

Emerging Cyber Risk
Ranscmware

Al Deepfake Fraud

CYBER AUDIT UNIVERSE 2026

What Internal Audit Evaluates
Oversight structure, policies,
board reporting, accountability
Risk identification, assessment,
appetite, KRis, ERM integration

User lifecycle, MFA, privileged
access, access recertification

Data classification, encryption,
DLP, privacy compliance

Cloud governance, configuration,
shared responsibility, CSPM

Vendor due diligence, contracts,
maonitoring, ongoing assessmant

Monitering, SIEM, alert triage,
threat intelligence, log mgmt

IR plan, escalation, communication,
forensics, lessons learned

BCP/DR plans, testing, RTQO/RPQ,
resilience and recovery

Al policies, model risk, data
quality, ethics, human oversight

ICS/SCADA security, network
segmentation, safety impact

Training, phishing tests, culture
measurement, reporting

Risk Level

crmon
o

hion |

Recemmended Audit Engagement

Incident Response & Resilience

Audit

Al Governance & ldentity Verification Audit

BRSEDHLPIIED
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Third-Party / Supply Chain Attack
Cloud Misconfiguration

Credential Theft / Privileged Misuse
Business Email Compromise (BEC)
Data Leakage

Insider Threat

Nation-State / Advanced Persistent Threat

OT /IG5 Attack

KEY TAKEAWAY:

Third-Party Cybar Risk Audit

Cloud Security & Configuration Auwdit

1AM & Privileged Access Audit

Payment Controls & Fraud Prevention Audit
Data Protection & Privacy Audit

User Behavior & Access Audit

Threat Detection & SOC Effectiveness Audit

Operational Technology Security Audit

DO~ WN -

-
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CYBER AUDIT APPROACH & METHODOLOGY

FOLLOW UP
Monitor action
plans and verify

f." implementation
of corrective
actions.

/v OBJECTIVE

Provide independent assurance
that cyber risks are identified,
managed and monitored effectively.

1 PLAN

Understand business,
risk Iandscape,
prioritize based on
impact & likelihood.

INDEPENDENCE
OBJECTIVITY
INSIGHT
ASSURANCE

Analyze results, identify
root causes, evaluate
residual risk.

GUIDING PRINCIPLES

e

Fiak-Baged
Approach

Audit Priority
Cyber Governance & Oversight
Cyber Risk Management

Identity & Privileged Access
Incident Response & Preparedness
Business Continuity & Resilience
Third-Party / Vendor Risk

Data Protection & Privacy

Cloud Security Governance

Al Governance & Model Risk
Cyber Awareness & Culture

- fasas = B Baged O
. Focus 2 & Skopticism E& Testing G
B TOP 10 CYBER AUDIT PRIORITIES FOR 2026

K/ Improvernent

Why It Matters

Foundation of accountability and direction
Ensures risks are identified and managed

Top attack vector in most breaches

Speed of response reduces impact

Ensures operations can be restored
Ecosystern risk Is growing rapidly
Regulatory, financial and reputational impact
Increasing adoption, increasing risk
Ernerging risk area with high impact

People are the first and last line of defense

Internal Audit adds the most value when it provides independent assurance that cyber governance, controls,

resilience and emerging technology (including Al) are effective and aligned with organizational objectives.

o Stahotide
T Voo

Priority
EIET
[rmcar § ®
EIE
1
.
Level 1
REACTIVE

Ad hoc reviews
after incidents

REFERENCES:

- |14 Glcbal Internal Audit Standard

= ll4 Cybersecurity Topical Requirem
ybersecurity Framewo

- @

E Wendor inventory & criticality

[ Cyber due diligence & risk rating

@ Contractual cybersecurity requirements
E Ongoing monitoring & performance

FOCUS

Governance, Controls,
Resllience, Compliance
and Emerging Riaks (Al).

Purpose

Set direction, establish

GOVERN
oversight and accountability
IDENTIFY l:lnde.rstarld a_sse'fs.. data,
risks and business context
PROTECT Irnplernenf sa‘feguards. to
ensure delivery of services
Sl Identify cybersecurity
T
METED events and anomalies
RESPOND Take action regarding
detected events
RECOVER Restore services and

learn from incidents

B THIRD-PARTY CYBER RISK AUDIT CHECKLIST (Key Areas)

[¥] Incident notification obligations
@ Subcontractor & supply chain risk

@E:

CYBER AUDIT MATURITY MODEL

P "
(N
Level 2 Level 3
COMPLIANCE RISK-BASED
FOCUSED

Focus on high risk
areas & kiey
processes

Control testing &
policy compilance

« COBIT 2019 Framework
- ISO/IEC 270012022
+ NIST Al Risk Managerent Framewo

> ©
B NIST CSF 2.0 MAPPED TO INTERNAL AUDIT FOCUS

MNIST Function

OUTCOME

Stromger cyber resilience,
trust, and sustainable
organizational value.

Internal Audit Focus

Evaluate governance structure,
policies, risk appetite and
board reporting.

Raview risk assessment,
asset inventory and critical
process identification.

Assess control design and
effectiveness (preventive
contrals).

Evaluate monitoring, legging,
alerting and threat detection
capabilities.

Asgass incident response
processes, communication
and escalation.

Evaluate recovery plans, testing,
RTO/RPO and improvement
activities.

ET Data handiing & privacy compliance

it & offboarding management

® @

9, A
Level 4 Level 5
RESILIENCE CONTINUOUS
ORIENTED ASSURANCE
Assess resifience, Continuous
recoverability & manitaring &
walue impact real-time insights

ASSURE TODAY
RESILIENT TOMORROW
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FROM PERIODIC AUDITING TO CONTINUOUS CYBER ASSURANCE

The Future of Internal Audit in a Real-Time Risk Environment

Cyber risks never sleep. Assurance should not be once a year.

TRADITIONAL AUDIT vs CONTINUOUS CYBER ASSURANCE

TRADITIONAL AUDIT CONTINUOUS CYBER ASSURANCE

(O Timing

Annual / Periodic

Continuous / Near Real-Time

@ rouus Historical Current & Predictive

ﬂ Audit Method Sample-Based Testing Continuous Monitoring

¢3 Coverage Limited Sample Full Population 6. VALIDATE
Confirm resolution

E Reparting Quarterly / Annual Reports Real-Time Dashboards effectiveness and
monitor outcome

A Risk Detection After the Event (Reactive) Befaore the Event (Proactive)

@ Technology Manual, Spreadsheets Al, Analyties, Automation

@ Audit Objective

OU-Lrtcom

Audit Role

EVOLUTION OF INTERNAL AUDIT NTINUOUS ASSURANCE MATURITY MODEL

Compliance Assurance

Reviewer

Findings & Recommendations

Resilience Assurance

Trusted Risk Advisor

Continuous Confidence

5. REMEDIATE
Drive correcﬁve

] ©] z
i
=] = Q 2> 1[|| 2 =
10 5.0 Level 1 Level 2
Compliance Ihsk-ﬂased Strateglc Data .ﬂ.nalyrtlcs Continuots Assurance Reactive Compliance
Focused Auditing Auditing Enabled & Al-Powered Eoeusad
Focus on rules Focus on Focus on value, Focus on data Focus on real-time Audit after Periodic testing
and compliance key risks strategy and insights and assurance, prediction H 7
performance continuous testing and resilience Rckonts Soimpllinc
Limited visiblity ariantation
L A : ove g g Uid co 0 0 o A ontro 0 g rig
L) H PTOVIA g eng L 0 0

1. MONITOR

Collect cyber risk
and control data
continuously

4. ESCALATE

Notify management
and governance
bodies

(A

¥

CONTINUQUS CYBER ASSURANCE FRAMEWORK

%)

Level 3 Level 4 Level 5
Risk-Based Resilience Continuous
Oriented Assurance
Focus on high Assure pr Real-ti ing
risk areas & recovery Al-driven insights
Better insight Proactive insight Predictive assurance

k6 In a world where cyber
threats evolve every hour,
assurance delivered once a year
is no longer enough. 99

' e

——

© &

SIEM
Real-time: Continuous
threat visibility controls
and menitoring manitoring

nllll

G

ENABLING TECHNOLOGIES

AN ALY‘!'ICS Al/ ML AUTOMATION DASHBOARDS
Identify trends, Predict risks, Automate testing, Real-time
outliers and anemalies and evidence collection visualization for
risk indicators emerging threats and reporting management
and boards

i CONTINUOUS CYBER ASSURANCE DASHBOARD (EXAMPLES)

Critical Vulnerabilities Privileged Accounts Incident Response Backup Success
(Open = 30 Days) Without Review (MTTR) Rate
24 = 8 72% 18 By 98.6%
Target: <10 Target: 5% T Targat: <ahes Target: > 5% o
High Risk Vendors Cloud Misconfigurations Phishing Failure Al Systems Without
Without Assessment (Critical) Rate Risk Assessment
g 32 ba 11.5% Sk
18% K Y D 9% Hak
Target: < 10%1' Target: < 20 3 § Target: < 10% " Target: 0

REAL-WORLD EXAMPLES OF CONTINUOUS ASSURANCE

JPMORGAN
CHASE & Co.

+ Real-time monitoring of threats,

network behavior, identities
and vulnerabilities

+ Advanced threat intelligence
and automation

* Continuous visibility supports
resilience at scale

Bt Microsoft

» Trillions of security signals
daily across the ecosystem

» Al-driven threat detection
and response

+ Security as a continuous
learning system

Capital(One
* Cloud-native architecture
with automation

+ Continuous monitoring
of cloud and data risks

« Digital organization needs
digital assurance




~

CYBER RESILIENCE: MEASURING READINESS, RESPONSE, AND RECOVERY | ¢ cvocesccurmyprorecrs svsrews.

. o o 3 CYBER RESILIENCE PROTECTS THE ORGANIZATION. gy
The goal is not to prevent every incident, but to survive, recover and grow stronger \ )

E CYBER RESILIENCE LIFECYCLE KEY RESILIENCE METRICS FOR THE BOARD

N o . b . O
1 ANTICIPATE 2 WITHSTAND E D 4 RECOVER i=| READINESS INDICATORS g RESPONSE INDICATORS RECOVERY INDICATORS
@ U .. v Critical Agset Inventory Mean Time to Detect 4 RTO Achievement
& . 0,
- | L= G Completeness 95% (D (MTTD) <24 hrs Q} Rate 96%
Understand risks Maint?in crilit?al Detect, comla'lnl and Resl"ore l:r'lf('lcal Learn all'ld improve @ Vulnerability Remediation " @ Mean Time to Respond : @ RPO Achievement "
before they happen opera'tlans_durlng manage the incident services quickly continuously 3 Rate 92% (MTTR) <4 hrs Rate 95 D
disruption
* Threat intelligence * Segmentation # Incident response plan * Disaster recovery * Lessons learned m Third-Party Assessment = n Critical Incidents Escalated o G} Backup Restoration o
+ Risk assessment * Redundancy » Crisis communication * Business continuity » Root cause analysis Coverage 90 fd'-‘ Effectively 100 ’6 Success Rate 98 /;"
+ Scenario analysis * Backup & failover + Escalation procedures * Recovery testing = Control improvement O G it o R
=« Control preparedness * Zero trust trol » Forensics & analysis * RTO / RPO achievement » Build stronger resilience il i clitiozad ® fisi Mapspemant Acthvation . O /! esting 0,
li b A& Completion Rate 96% Speed <30 min G Success Rate 94%

K> CONTINUOUS IMPROVEMENT - RESILIENCE IS A JOURNEY, NOT A DESTINATION w__*

CYBER RESILIENCE vs. CYBERSECURITY WHAT INTERNAL AUDIT SHOULD ASSESS
M cowrwee e
in governance structures?

Objective Prevent attacks — Continue operations despite disruption g Risk Mahagement Are resilience risks incorporated é O% @ 6 0 %
Success Measure No incidents occurred — Rapid recovery and minimal disruption into ERM? = ‘@ ‘ ;
3 " : Can critical processes continue
Focus Protection of systens — Survival and adaptation @ Business Continuity i diw:".m,, !
REST T o . B N = —- Ransomware Tabletog Crisis Manag Di: R Y Third-Party Al System Failure
ol il BHIPHEOE eopie: Elocass. Tech) 6 Disaster Recovery can t:;n?:.gy sen_-nczst.be Fre) Simulation Exercise Exercisa Testing Failure Scenario Simulation
Scope Security controls — Governance, operations, recovery Tesorec within requivic Hmelines?
Z Are response capabilities
o 7 : = Incident Response A " A F s
Board Question Are we protected? — Can we survive a disruption? @ tested and validated? Internal Audit provides independent assurance that resilience plans
Internsl Audt Foeus Control effectiveness — pability and out; w Third-Party Resilience g:n c‘;‘iticaly!':dw recover work when it matters most.
m disruption?
Timing Point-in-time — Continuous / Real-time Can Al fail safel
@% Al Resilience AN Al Systa ', sapey
and recover effectively?
REAL-WORLD RESILIENCE LESSONS = § 4 Are improvement implamentad CYBER RESILIENCE MATURITY MODEL
== E550| R
INCIDENT WHAT HAPPENED RESILIENCELESSON  INTERMAL AUDIT LESSON = sl after incidents and exercises?
LEVEL 5 Resilience is continuous, adaptive and predictive,
Maersk d"‘“’*’ ::“’:'““nd 5“;';::‘_*’\' capabiny x*“ it “a:iil?“‘ RECOVERY TIME EXPECTATIONS BY BUSINESS SERVICE ADAPTIVE Organization learns and improves in real time. STRONGER
isrupted; thousands enal singss response capability
s IR of systems impacted restaration BUSINESS SERVICE MAXTOLERABLE  TARGETRTO  TARGET RPO Regular testing and simulati i RESIENGCE
. g DOWNTIME x Strong metrics and continuous monitoring.
@ Colonial Pipeline Ransomwara attack Dperational contimuity Raview BCP, ICS security 3 Online Banking Hours < 4 haurs < 15 minutes
(2021) halted fuel distribution is critical and crisis management @ = 3 e T Ahans s Resiliance is integrated into governance,
i risk management and operations.
Change Healthcare Cyberantack disruged Ecosystem resilience Evaluate third-party ﬂ Traciig Jyatans MSnike = Hourd ol %A mireitey
(z024) healthcare payment is essential resilience and continuity a Giistomes Sarvice Platfonn 1Day T T Documented plans and controls exist.
processing Some testing and monitoring,
- - £ ErPsystems 1-2Days < 24 hours < & hours GREATER
¢ SolarWinds Stoh Shii congramies \‘e-rhior Heklxpartod Ssngtin Yerorick E Email Systems 10ay < 12 hours < 2 hours Ad hoc response, limited preparedness.
S (2020) aw '_'“"y resilience . Recovery is slow and inconsistent. RISK
onganizations @ HR Systems Several Days < 48 hours < 8 hours

SOURCES / REFERENCES
KEY TAKEAWAY: The most resilient organizations are not those that avoid every incident, . NIST Cybersecurity Framework 2.0 (2024) - NIST SP 800-61 Rev.3 - Incident Respanse
« 150 22301 ntin Management - ISO/IEC 01:2022
+ World Economic Forum - Cyber Resilience Framework = |BM Cost of a Data Breach Report
+ Industry Reports: Maersk (NotPetya, 201 ‘olonial Pipeline (2021), Change Healthcare (2024)

but those that can anticipate, withstand, respond, recover, and adapt.




THE FUTURE CYBER AUDITOR

Skills and Competencies for Internal Audit 5.0

&k The future auditor does not
compete with technology.
The future auditor leverages

technology to create value. 99

Cyber resilience does not begin with technology. It begins with people.

FROM YESTERDAY TO TOMORROW

TRADITIONAL AUDITOR MODERN AUDITOR  FUTURE AUDITOR 5.0
(Yesterday) (Today) (Tomnorrow)
GJ/ Focus Compliance & Control Risk-Based Assurance Rish-hanc & Stmteq i
Assurance
Q Approach Sample Testing Data Analyties Continuous Assurance
Technology Spreadsheets Analytics Tools Al & Automation
@ Parspactive Historical Current-State Future-State
E Reporting Audit Findings Risk Insights Predictive Intelligence
Value to Compliance Assurance Risk Assurance Resilience Assurance
Board

CYBER COMPETENCIES EVERY AUDITOR SHOULD UNDERSTAN

DOMAIN AUDIT RELEVANCE
Cyber Governanece Mgzess eversight. aceountability and policies
Identity & Access Management Review access controls and privileged access
Cloud Security Evaluate cloud governance and configurations
Data Protection & Privacy Assess data elassification and privacy controls
Incident Response Evaluate readiness and response capability
Third-Party Risk Asgess vendor and ecosystem exposure
Business Continuity & Resilience Evaluate continuity and recovery readiness
Al Governance Review Al risks, ethics and model governance

Vulnerability Management Assess vulnerability scanning and remediation

ea@QEEDHMP

Threat intelligence Evaluate threat monitoring and intelligence use

INTERNAL AUDIT TALENT TRANSFORMATION ROADMAP

Py
5= ~ L) . :;?
2= > » W0 » B
0~ 12 MONTHS 1-3 YEARS 3-5YEARS 5+ YEARS
BUILD FOUNDATION EXPAND CAPABILITIES INTEGRATE & SCALE LEAD THE FUTURE

+ Fulylrtograted 14 &0 meoded
= Prechcive A prescripive muunnoe
* Sirafag righ & reviberce sdvizer
« Diive ceganizitional valus

* Cyber pwareness tralning + Advanced analytics skils * Inlegrate Al & analytics

i » Establish digital sudit Inams

* Expand eyber & Al sudit coverage

» C functianal .

+ Data literacy programs
+ Strengthen suc fundsmantals
+ Build stakehalder trust

= Al lneracy
= Continutus sssurance pilobs

reslfience aspurance

@

KEY TAKEAWAY: The future of Internal Audit is not about auditors competing with technology.
It is about auditors leveraging technology, deepening their expertise, and strengthening their
business acumen to provide resilience assurance and create lasting value.

INTERNAL AUDIT 5.0 COMPETENCY FRAMEWORK

1. AUDIT &
ASSURANCE
EXCELLENCE

Risk-based auditing,
controls, govemance,
professional skaglcin

b FUTURE
e e YBER

; UDITOR/
W :

S &

“ T-SHAPED AUDITOR: BROAD KNOWLEDGE. DEEP EXPERTISE.

5. BUSINESS &
STRATEGIC ACUMEN
Strategy, operations,
industry understanding,
value creation

4. Al LITERACY

Al governance, model
ik, ethica, blas,
prompt injection

THE T-SHAPED

DITOR MODEL

BROAD KNOWLEDGE DEEP EXPERTISE
{HORIZONTAL) AT O (VERTICAL)
" Governance Cybersecurity

" Risk Management Data Analytics
Al Governance

g
o
~" Businass Strategy b
~" Financial Controls
b
s
W

" Dperations
IT Audit

Digital Assurance
Specialied Domains

» Technology Awaraness
" Industry Knowledge
«" Communication

@  The future auditor combines a wide understanding of the business
@l ith deep expertise in high-risk, high-technology areas.

REAL-WORLD EXAMPLES

JPMorganChase B® Microsoft 2B DBS

= Multidisciplinary sudit teams = Al-supported assurance = Strong investment in
(auditors, data seientists, and automation digital traneformation

cyber experts] + Continuous monitoring and riak intalfigence

» Data-driven and continuous: at scale * Data-driven, technalogy-
audit capabilities . . enabled internal audit
e + Futute-ready 2
= Focus on risk intallige o ? s Fi in digital
ocus on risk intalligence adlt funetion ocus an digital

and value creation and cyber risks

SOURCES / REFERENCES

TOP 10 SKILLS FI:ITU
Cybersecurity Literacy
Data Analytics
Al Literacy
Risk Management
Business Acumen
Communication & Influenc
Technology Governance

Critical Thinking

>

QPiedbBpbPasBE

Continuous Assurance

000000DO0CODOO

Change Management

I - ad

RE AUDITORS MUST MASTER (2026-2035)

Understand cyber risks, controls and threats *c:_ll‘::"*
Analyze dat 1o generate actionable insights *C:r"lC:L*
Al governance, madel risk and Al assurance *C:II;C:L*
Identify, assess and respond to anterprise risks *ci'lc:'-*
Connect risks to business objectives *C:I'I;C:L*
e Present insights clearly to drive declslons *c:'“;c:L*
Evaluate IT governance and digital risks FY ';'f; *
A igui d plex si HIGH
5555 a and com P e
Monitor controls and risks i real-ti HIGH
¢ reall-
nitor 5 and rishs in nea e - g e
. . HIGH
Adapt to change and drive transformation e

KEY CERTIFICATIONS SUPPORTING FUTURE AUDITORS

CERTIFICATION
ClA - Certified Internal Auditor

CISSP - Ceor

FOCUS AREA RELEVANCE

Internal Auditing Foundation fer all auditers

f@epeeB

150 27001 Lead Auditor

Data Analytics Certifications {o.g. Power

& B {

WHAT MAKES A FUTURE AUDITOR SUCCESSFUL?

Al Govemnance Cartifications (& g., Al Ethies, Model Risk)

CISA - Certified Information Systems Auditor Information Systems Audit IT & Digital Assurance
CRISC - Certified in Risk & Information Systems Control IT Risk Menagement Risk & Control Focus

ion Systems Secwity P i C ity Cyhber Literacy
CGEIT = Certified in Governance of Enterprise IT IT Governance Technology Governance

Infarrmation Security Management  Security Assurance

B, Alrorys) Data Analytics Data-Driven ASSurance

Al Risk & Governance Emerging Audit Domain

Curious &
Lifelong Learner

12

Business
Thinker

)
. (a2
)

Ethical & | o el Collaborative
Trustworthy | y - Team Player
g [ ] L ]
Technology @ f Influential
Enthusiast Communicator

= ISACA Cybersecuri
+ World Economic Forum = Future of J

+ Daloitte ~ Future of Internal Audit

Gartner - Future of Audit Research
= Mi
= JPMor

obs Report




= Affects strategy, operations,
finance, reputation and

KEY TAKEAWAYS AND ACTION PLAN

Empowering Internal Auditors to Navigate Emerging Cyber Risks

CYBER RISK IS A
BUSINESS RISK

(2

OPPORTUNITIES

= Threat detection

= Fraud detection

compliance

# Risk monitoring

* Must be governed at the
enterprise level

ACTION PLAN FOR BOARDS & AUDIT COMMITTEES

¥ Q

o
-

E\E

g Dais

(1] ey REFERENCES

WHAT WE HAVE LEARNED - 5 KEY REALITIES

Al 1S BOTH AN

5 rﬂ

OPPORTUNITY & A RISK

RISKS
Daepfake fraud
Prompt injection
Maodal risks
Data leakage
Ethical concarns

Al governance is a
critical audit domain

Efevate cyber risk to a strategic agenda

Integrate cyber risk into enterprise risk management

Strengthen cyber governance and accountability

Demand meaningful cyber metrics and reporting

Oversee Al governance and ethical use

Meonitor cyber resilience and recovery readiness

Conduct regular cyber stress tests and simulations

Ensure continuous internal audit coverage

FINAL REFLECTION

The question facing Internal Audit
is no longer:
“Did the contrels work?"”
The question is:
‘Can the organization achieve its
objectives despite uncertainty,
disruption, and cyber threats?”

0-0-@

Q% e
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CYBERSECURITY

Protects Systems

1A Global Internal Audit
Standards (2024)

IlA Vision 2035

Provides Direction

GOVERNANCE

©
P -

1111

« Technology alone is insufficient

« Strong governance drives
accountability, preparedness
and recovery capability

* Foundation of cyber resilience

ACTION PLAN FOR CHIEF AUDIT EXECUTIVES (CAEs)

™
KA

Update the eyber audit universe and risk assessment

Adopt risk-based cyber audit planning

Incorporate Al governance and model risk audits

Expand third-party and supply chain risk audits

Evaluate cyber resilience and business continuity

Increase continuous assurance and automation

Strengthen data analytics and audit technology

Develop and retain cyber, Al and analytics talent

FINAL TAKEAWAY

GOVERNANCE INTERNAL AUDIT

Provides Confidence

NIST Cybersecurity NIST Al Ri

Framework 2.0

DETERMINES RESILIENCE

o

&E The future of Internal Audit is not about
auditing more controls. It is about helping
organizations become more resilient in an
increasingly uncertain digital world. §§

INTERNAL AUDIT 6 PEOPLE
MUST EVOLVE MATTER MOST
Py

FROM
= Compliance
+ Controls

= Historical review

The profession is

TO
* Cyber resilience
= Al govermance
= Continuous assurance
= Emerging risks
« Strategie insight

N AR K

expanding, not shrinking

X, @

e 0@D

TOGETHER

THEY CREATE TRUST i

Management

Framework (Al RMF 1.0)

= Technology enables resilience

= People create resilience
& Future auditor combines
Audit expertise
Cyber literacy

Al awareness
Business acumen

Communication skills

ACTION PLAN FOR INTERNAL AUDITORS

Build strong cybersecurity literacy

Develop data analytics and visualization skills

Understand Al governance and emerging Al risks

Learn cloud, identity and data risk management

Understand eyber resilience and incident response

Imprave communication and storytelling skills

Adopt continuous learning and professional curiosity

Become a trusted advisor and strategic partner

THE INTERNAL AUDIT 5.0 ROADMAP

INTERNAL AUDIT'S FUTURE ROLE

Trusted
Advisor .

Resilience
Evaluator ®

Digital Risk
Partner

CLOSING MESSAGE

Waorld Economi Fum World Econai

Global Risks Report

ic Forum
Cyber Resilience Framework

The organizations that thrive in the Governance 5.0 era
will not necessarily be those with the most technology.
They will be those with the strongest governance,
the highest resilience, the best prepared people,

and Internal Audit functions capable of providing
confidence in an increasingly uncertain world,

ISACA Cybersecurity &
Governance Guidance

TODAY

Compliance Assurance

+

TOMORROW

Risk-Based Assurance

4

FUTURE

Continuous Assurance

v

NEXT GENERATION

Resilience Assurance

4

VISION

Trusted Strategic Partner

«ghs. Al Governance

. “o1s"  Assessor
. A Strategic
s g1l ' insight Provider
Catalyst for
- LA Organizational
Resilience

THANK YOU

Questions & Discussion
Empowering Internal Auditors
to Navigate Emerging
Cyber Risks

Deloitte Future of
Internal Audit

Gartner Future of
Audit Research




